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Keep your money safe 
Surrey and Sussex Police Fraud Newsletter April 2021 
 
Each month we see many incidents of fraudsters targeting our residents in an attempt to 
defraud them. We’re working hard to prevent this and support vulnerable victims of fraud 
or scams. By following our tips and encouraging family, friends and colleagues to do so 
too, you can reduce the risk of becoming a victim.  
 

Detective Chief Inspector Rob Walker, Surrey & Sussex Police Economic 
Crime Unit 
 
Scammers spoofing police telephone numbers 
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We’ve seen a worrying rise in reports 
of victims being contacted by 
fraudsters purporting to be police 
officers and calling from genuine 
police phone numbers. In this 
particular scam, they say that the 
victim’s national insurance number is 
being used to commit fraud. The 
scammer is not genuinely calling from 
a police phone number, but has 
spoofed the number to convince the 
victim that they’re genuine officers. 
 
 This tactic was recently seen in London, when a woman was contacted by someone 
pretending to be an officer from Surrey Police. He told the victim that her NI number was 
being used to commit fraud and was linked to money laundering in Colombia. The victim 
then searched the phone number that she has been called from online and saw that it 
matched a genuine phone number used by Surrey Police. When the fraudster told the 
victim that she couldn’t discuss this with anyone, she felt something wasn’t right and hung 
up the phone before reporting the incident to her local police station.  
 
Please remember: The police are highly unlikely to call you out of the blue to advise you 
that you’ve been the victim of a crime. If you receive a call of this nature and feel that 
something isn’t quite right, hang up the phone and wait few minutes before using it again, 
or use a different phone. You can check the call with your local police station by reporting 
the incident via their website or by calling 101. Genuine police officers will never mind if you 
need to take some time to check their credentials.  
 

Similarly, we have seen a number of cases whereby victims are called from someone 
pretending to be from HMRC who says that there is a warrant out for the victim’s arrest due 
to tax fraud. This is a scam, hang up the phone and do not give them your personal details. 
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Royal Mail parcel scams 
 
You may have seen in the national news this week that Royal Mail scams are on the rise. 
They typically involve a text or email stating that they have a parcel for the victim and a 
small amount of money will need to be paid in order to get the parcel. They include a link 
to a fake Royal Mail website asking you to input your personal and financial details to pay 
for the parcel. The scammer then uses the victim’s bank details to access and spend their 
money. 
 
Please remember: Royal Mail will never text or email to tell you that they have a parcel for 
you which needs postage paying. The only way they will do this is by posting a slip through 
your door which asks you to attend your local branch. If you receive a text or email about a 
withheld parcel, don’t click on any links and delete it. 
 

Rental fraud 
 
There are different types of rental fraud, but a common tactic is for the scammer to falsely 
list a property as available to rent via an online platform, and when a potential tenant gets 
in touch, they persuade them to transfer a monetary deposit before visiting the property. 
Once the victim has sent money over, the scammer will either delay the viewing of the 
property or will stop replying altogether. This was recently seen in a case in Brighton: 
 
The victim saw a rental property advertised on Facebook Marketplace. Desperate to move 
in with her young family, she contacted the account who had listed it. The ‘owner’ then 
contacted her via email to advise her that the property is usually an Air B’n’B, but they’re 
moving country so would like to rent it out longer term. The victim was assured that by 
using the Air B’n’B platform, both her and the owner were financially protected. She 
transferred over a deposit of £2000 after a date had been arranged to view the property, 
with the agreement that the deposit would be refunded if the property wasn’t suitable. 
When she arrived at the viewing, no one was there to meet her and someone from a 
neighbouring property advised her that she’d been the victim of a scam. The neighbour 
had spoken to another victim of the same scam only a few days earlier.  
 
Please remember: Fraudsters will make up reasonable sounding excuses in order to get 
you to part with a cash deposit without viewing the property – genuine landlords will not do 
this. Always view the property and meet the landlord in person before parting with money. 
We’d also strongly advise only using reputable estate agents.  
For more tips on protecting yourself against rental fraud, follow this link - 
https://www.getsafeonline.org/protecting-yourself/safe-property-rental/ 
 

 
How you can help us 
If you or someone you know is vulnerable and has been a victim of fraud call:  
 
Surrey Police on 101 or visit www.surrey.police.uk  
Sussex Police on 101 or visit www.sussex.police.uk 
 
Report fraud or attempted fraud, by contacting Action Fraud at 
http://www.actionfraud.police.uk/report_fraud or call 0300 123 2040. 
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