
 

CURRENT SCAMS – OCTOBER 2022 

 

There are currently various Ofgem scams.  Please click on link below to find out more 

information: 

Avoid and report energy scams | Ofgem 

They are warning residents about a number of text messages circulating claiming to be 

connected to support with Energy Bills. 

Recent examples have included: 

 

 

Other messages are claiming to be from the energy regulator Ofgem. 

Criminals are experts at creating spoof messages that then link to fake websites using official 

logos and branding of trusted organisations to trick you into taking urgent action without 

closer inspection.  Residents are reminded that the Government support payments which are 

being made available will be automatically applied to energy accounts and you will not need 

to supply personal information to ‘apply’ for payments. 

If you think you’ve fallen for a scam message and provided financial details, contact your 

bank immediately on a number you know to be correct, such as the one on the back of your 

bank card.     

https://www.ofgem.gov.uk/information-consumers/energy-advice-households/avoid-and-report-energy-scams


Recently there was a scam in Mortimer and I know this has been happening elsewhere in 

the UK where a number of people turned up to view a vehicle.  On taking it for a test drive 

the vehicle started smoking so they asked for the vehicle to be sold to them at a reduced 

price.  It is believed they put oil in the water tank whilst the owner was at the back of the 

vehicle with another person viewing the car.   Please be vigilant if selling a car privately 

especially if a number of people turn up to view it.  

 

More Covid scams are circulating 

 

A spike in cases of the Omicron variant, has led to scammers sending out text messages 

asking you to order a test kit. The kit includes a link that could download adware or spyware 

onto your device. 

 

All official Covid guidance can be found on the government [Gov.uk] and NHS [NHS.uk] 

websites. Find out more from the Which website about the dodgy URL to look out for: 

 

https://www.which.co.uk/news/article/dont-fall-victim-to-this-covid-health-department-uk-

text-scam-

aTI426B1tWKk?utm_medium=email&utm_source=engagingnetworks&utm_campaign=sca

m_alert&utm_content=Scam+Alert+210722+B 

 

British Gas Scam 

See below - this is a copy of the latest email scam - DO NOT CLICK ON ANY LINK. - 

please forward it to philshing@britishgas.co.uk and delete it. 

"British Gas wants to inform you that you are eligible for a payment refund. 

Our records indicates that you have paid more than you should have for your British Gas 

service from 2021-2022. 

Because of this reason and that we value our clients we have decided to refund the total 

amount which you have overpaid. 

Refundable Amount: £185 

Reference Number: BG176-6038514 

Claim your refund now 

Best regards, 

British Gas Customer Service. 

© British Gas 2022" 

Millions of people fall victim to online scams each year. Keep your money safe with 

these top security tips from an ethical hacker. 

How to keep your money and personal information safe: insider tips from a hacker | 

lovemoney.com 

https://www.which.co.uk/news/article/dont-fall-victim-to-this-covid-health-department-uk-text-scam-aTI426B1tWKk?utm_medium=email&utm_source=engagingnetworks&utm_campaign=scam_alert&utm_content=Scam+Alert+210722+B
https://www.which.co.uk/news/article/dont-fall-victim-to-this-covid-health-department-uk-text-scam-aTI426B1tWKk?utm_medium=email&utm_source=engagingnetworks&utm_campaign=scam_alert&utm_content=Scam+Alert+210722+B
https://www.which.co.uk/news/article/dont-fall-victim-to-this-covid-health-department-uk-text-scam-aTI426B1tWKk?utm_medium=email&utm_source=engagingnetworks&utm_campaign=scam_alert&utm_content=Scam+Alert+210722+B
https://www.which.co.uk/news/article/dont-fall-victim-to-this-covid-health-department-uk-text-scam-aTI426B1tWKk?utm_medium=email&utm_source=engagingnetworks&utm_campaign=scam_alert&utm_content=Scam+Alert+210722+B
mailto:philshing@britishgas.co.uk
https://www.lovemoney.com/guides/63876/keep-your-money-personal-information-safe-online-scammers-phishing-security-safety-tips-hacker/?utm_source=sendgrid&utm_medium=email&utm_term=article6headline
https://www.lovemoney.com/guides/63876/keep-your-money-personal-information-safe-online-scammers-phishing-security-safety-tips-hacker/?utm_source=sendgrid&utm_medium=email&utm_term=article6headline


 

Facebook Scam  

Almost every account is being cloned. One of your pictures and your name are used to create 

a "new" Facebook Account. (They don't need your password to do this). They want your 

friends to add them to their accounts. Your friends will think that it's you and accept your 

request and they can then write what they want under your name.   If you have already added 

that person to your friends this is a warning that their account could be cloned. 

 

Virgin Media Scams 

Beware of scam emails saying they are from Virgin.  Please do not click on any links and go 

direct to the genuine website to check. 

 

The National Fraud Intelligence Bureau (NFIB) is warning the public about the continued 

increase in reports about scams where victims are targeted on WhatsApp by criminals 

pretending to be someone they know – typically their children. 

 

Between 3rd February 2022 and 21st June 2022, there have been a total of 1,235 reports 

made to Action Fraud linked to this scam, with total reported losses exceeding £1.5mn. 

 

Criminals will usually begin the conversation with “Hello Mum” or “Hello Dad” and will say 

that they are texting from a new mobile number as their phone was lost or damaged. They 

will then ask for money to purchase a new one, or claim that they need money urgently to pay 

a bill.  The criminal will provide bank details for the payment to be made, with some coming 

back with further demands for money.   

 

Detective Chief Inspector Craig Mullish, from the City of London Police, said: 

“If you receive a message like this from a friend or family member, don’t send any money 

until you’ve had a chance to call them and confirm their identity. Taking a moment to stop 

and think before parting with your money or information could keep you safe.” 

 

How to protect yourself: 

STOP. THINK. CALL. If a family member or friend makes an unusual request on 

WhatsApp, always call the person to confirm their identity.  You can report spam messages 

or block a sender within WhatsApp. Press and hold on the message bubble, select ‘Report’ 

and then follow the instructions.  Never share your account’s activation code (that’s the 6 

digit code you receive via SMS). 

 

Best wishes 

Angela Money BEM 

Neighbourhood Watch 


